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ABSTRACT

AUTOMATING CHAOS EXPERIMENTS IN MICROSERVICES 
ECOSYSTEMS

Microservice architecture has transformed modern software development by 

enabling the independent development and deployment of discrete services, thereby 

addressing the limitations of large, monolithic systems. This architectural approach 

brings significant advantages such as enhanced scalability, flexibility, and faster 

development cycles. However, these benefits come with increased system complexity, 

which makes it more challenging to understand how services behave under unexpected 

conditions or failures. In this context, chaos engineering plays a crucial role in 

improving system resilience by proactively identifying potential vulnerabilities and 

Conducting chaos experiments allows for a deeper understanding of how 

systems behave under real-world conditions. Nevertheless, manually designing and 

executing these experiments often demands considerable time and resources. 

Automation offers a practical solution by streamlining the process, enabling more 

frequent and large-scale execution of chaos scenarios. This study focuses on 

automating chaos experiments within microservice-based ecosystems, aiming to 

explore how such systems can be made more resilient to unexpected disruptions. The 

proposed approach is expected to contribute to a shift in software engineering practices 

by enhancing the reliability and robustness of microservice architectures.  In this 

thesis, chaos experiments focusing on critical failure scenarios namely pod 
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termination, network latency, and network latency were systematically designed and 

executed within the microservice architecture of an e-commerce application. A 

comprehensive analysis was conducted to evaluate the system's resilience and fault 

management capabilities in response to these failure modes.
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