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OZET

MIKROSERVIS EKOSISTEMLERINDE KAOS DENEYLERININ
OTOMATIKLESTIRILMESI

Mikroservis mimarisi yazilim diinyasinda devrim yaratmais, bireysel servislerin
bagimsiz olarak gelistirilip dagitilmasini miimkiin kilarak biiyilk ve monolitik
uygulamalarin dezavantajlarin1 ortadan kaldirmaktadir. Bu mimari yaklagim
sayesinde, sistemlerin 6l¢eklenebilirligi, esnekligi ve hizli gelistirilmesi gibi 6nemli
avantajlar elde edilmektedir. Ancak, mikroservislerin getirdigi bu avantajlar, ayni
zamanda sistemlerin karmasikligini da artirarark sistemlerin beklenmedik hata ve
arizalara karsi nasil davrandiginin anlasilmasini zorlastrimaktadir. Bu baglamda, kaos
mithendisligi, sistemlerin bu tiir beklenmedik durumlara direncini artirmak ve

potansiyel zayif noktalar1 proaktif bir sekilde belirlemek i¢in hayati 6neme sahiptir.

Kaos deneylerinin uygulanmasi, sistemlerin gercek diinya kosullarinda nasil
performans gosterdiginin derinlemesine anlasilmasini saglar. Ancak, bu deneylerin
manuel olarak planlanmasi ve uygulanmasi, zaman ve kaynak yogun bir siirectir.
Otomatiklestirme, bu siireci daha etkin ve verimli hale getirerek, kaos deneylerinin
daha genis bir ¢apta ve daha sik bir sekilde uygulanmasina olanak tanir. Bu ¢alisma,
mikroservis ekosistemlerinde kaos deneylerinin  otomatiklestirilmesine
odaklanmaktadir, bu sayede sistemlerin beklenmedik durumlar karsisinda nasil daha

direncli hale getirilebilecegini arastirmaktadir.
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Bu yaklagimin, mikroservis tabanli sistemlerin  giivenilirligini ve
dayanikliligini artirarak, yazilim gelistirme pratiklerinde 6nemli bir doniisiim
yaratmasi beklenmektedir. Bu tez kapsaminda, bir e-ticaret uygulamasinin mikroservis
mimarisinde pod terminasyonu, ag gecikmesi ve ag kesintisi gibi kritik hata
senaryolarina yonelik kaos deneyleri tasarlanip uygulanmis, sistemin bu hata tiirlerine

kars1 dayaniklilig1 ve hata yonetimi kabiliyeti kapsamli sekilde analiz edilmistir.

Anahtar Kelimeler: Mikroservis, Kaos Miithendisligi, Otomatik Hata Enjeksiyonu ,

Sistem Dayaniklilig1
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ABSTRACT

AUTOMATING CHAOS EXPERIMENTS IN MICROSERVICES
ECOSYSTEMS

Microservice architecture has transformed modern software development by
enabling the independent development and deployment of discrete services, thereby
addressing the limitations of large, monolithic systems. This architectural approach
brings significant advantages such as enhanced scalability, flexibility, and faster
development cycles. However, these benefits come with increased system complexity,
which makes it more challenging to understand how services behave under unexpected
conditions or failures. In this context, chaos engineering plays a crucial role in
improving system resilience by proactively identifying potential vulnerabilities and

testing the system’s ability to withstand adverse scenarios.

Conducting chaos experiments allows for a deeper understanding of how
systems behave under real-world conditions. Nevertheless, manually designing and
executing these experiments often demands considerable time and resources.
Automation offers a practical solution by streamlining the process, enabling more
frequent and large-scale execution of chaos scenarios. This study focuses on
automating chaos experiments within microservice-based ecosystems, aiming to
explore how such systems can be made more resilient to unexpected disruptions. The
proposed approach is expected to contribute to a shift in software engineering practices
by enhancing the reliability and robustness of microservice architectures. In this

thesis, chaos experiments focusing on critical failure scenarios namely pod



termination, network latency, and network latency were systematically designed and
executed within the microservice architecture of an e-commerce application. A
comprehensive analysis was conducted to evaluate the system's resilience and fault

management capabilities in response to these failure modes.

Keywords: Microservice, Chaos Engineering, Automated Fault Injection, System

Resilience



