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ABSTRACT 

Today, users are compelled to come up with complex and long passwords for each 

program to secure their digital platform account better. Since it is hard to generate 

tough passwords and recall them, users reuse the same password for multiple platforms 

or resort to unsafe storage methods such as saving in plain text files, written on paper, 

or password storage through the browser. The techniques leave user passwords 

exposed to cyber-attacks.

Aside from the weakness brought by weak and habituated password usage and insecure 

storage habits, current methods of password creation mostly employ ASCII-based 

characters and generate more defenseless passwords to brute-force and dictionary 

attacks. This thesis presents a new system based on emoji for password management 

to improve account security on online platforms. The system, composed of a data layer, 

business logic layer, and presentation layer, is executed with Python and SQLite on 

Windows 11. Tkinter is employed to develop the user interface and enhance with a 

virtual emoji keyboard, message screens, and confirmation screens.

The basic traits, advantages, and disadvantages of existing password management 

systems, and password generation restrictions of popular applications were explored 

to design a new emoji-based password generation algorithm. This algorithm generates 



xi

8, 10, 12, and 16 units long passwords based on only emojis or combinations of emojis 

with user-defined custom ASCII characters.

To protect stored data, the Advanced Encryption Standard counter mode algorithm 

with a 128-bit key was employed. A specially designed key generation algorithm 

utilizing the computer's hardware specifications and emoji matrices for generating the 

encryption key was implemented. QR code integration during recovery in case of

hardware alteration was incorporated.

The application was also tested for usability, functionality, security, unit tests, and on 

the foundation of NIST SP 800-22. The results indicate that emoji usage increases 

password diversity and entropy, thereby enhancing resistance to brute-force and 

dictionary attacks while successfully maintaining user experience and security.
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