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OZET

Gilintimiizde kullanicilar, uygulama platformlarinda olusturduklari hesaplarinin
gtivenligini arttirmak i¢in her uygulama ic¢in ayrit ayri uzun ve karmasik sifreler
tiretmek zorunda kalmaktadir. Gii¢lii sifreler olusturmak ve bunlari akilda tutmak zor
oldugundan kullanicilar ya her platform i¢in ayn1 sifreyi kullanmayi tercih etmektedir
ya da diiz metin dosyasina kaydetme, kagida yazma, tarayici araciligiyla sifre saklama
gibi giivenli olmayan saklama yontemlerini kullanmaktadirlar. Bu teknikler kullanici

sifrelerini siber saldirilara kars1 acik hale getirmektedir.

Zay1f ve tekrarlanan parola kullanimi ile glivensiz saklama aligkanliklarinin getirdigi
zayifligin yani sira, mevcut sifre olusturma yontemleri ¢ogunlukla ASCII tabanl
karakterler kullanmakta ve kaba kuvvet ve sozliik saldirilarina karsi daha savunmasiz
sifreler tiretmektedir. Bu tez, dijital platformlarda hesap giivenligini artirmak amaciyla
emoji tabanlt yenilik¢i bir sifre yonetim sistemi sunmaktadir. Veri katmani, is mantigi
katmani ve sunum katmanindan olusan sifre yonetim sistemi Windows 11 iizerinde
Python ve SQLite kullanilarak gelistirilmistir. Kullanic1 arayiizii Tkinter ile insa

edilerek sanal emoji klavye, mesaj ve onay ekranlari ile zenginlestirilmistir.
Mevcut sifre yonetim sistemlerinin temel 6zellikleri, avantajlari, dezavantajlari ile
popliler uygulamalarin sifre olusturma kisitlar1 g6z oniinde bulundurulmus ve emoji

tabanli sifre olusturma algoritmasi gelistirilmistir. Gelistirilen sifre olusturma
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algoritmasi 8, 10, 12 ve 16 birim uzunlugunda, sadece emoji veya emoji ile birlikte

kullanicinin belirledigi ASCII karakter kombinasyonlarina gore sifreler olusturuyor.

Sistemde kaydedilen verilerin glivenligi i¢in 128 bit anahtar uzunlugu ile Geligmis
Sifreleme Standard1 algoritmasi saya¢ modu kullanilmistir. Algoritmanin ihtiyaci olan
128 bit uzunlugundaki anahtar i¢in bilgisayarin donanim bilgileri ve emoji matrisleri
kullanilarak bir anahtar iiretim algoritmasi gelistirilmistir. Donanim degisimlerinde

kurtarma i¢in QR kod entegrasyonu saglanmigstir.

Uygulama kullanilabilirlik, islevsellik, giivenlik, birim testleri ve NIST SP 800-22
kriterleriyle degerlendirilmistir. Sonuglar, emoji kullaniminin sifre ¢esitliligini ve
entropisini arttirdigini, boylece kullanici deneyimini ve giivenligini basariyla korurken

kaba kuvvet ve sozliik saldirilarina karsi direnci arttirdigini gostermektedir.

Anahtar Kelimeler: Anahtar tiretimi, Emoji tabanli sifre, Gelismis Sifreleme

Standardi, Parola yoneticisi
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ABSTRACT

Today, users are compelled to come up with complex and long passwords for each
program to secure their digital platform account better. Since it is hard to generate
tough passwords and recall them, users reuse the same password for multiple platforms
or resort to unsafe storage methods such as saving in plain text files, written on paper,
or password storage through the browser. The techniques leave user passwords

exposed to cyber-attacks.

Aside from the weakness brought by weak and habituated password usage and insecure
storage habits, current methods of password creation mostly employ ASCII-based
characters and generate more defenseless passwords to brute-force and dictionary
attacks. This thesis presents a new system based on emoji for password management
to improve account security on online platforms. The system, composed of a data layer,
business logic layer, and presentation layer, is executed with Python and SQLite on
Windows 11. Tkinter is employed to develop the user interface and enhance with a

virtual emoji keyboard, message screens, and confirmation screens.

The basic traits, advantages, and disadvantages of existing password management
systems, and password generation restrictions of popular applications were explored

to design a new emoji-based password generation algorithm. This algorithm generates



8, 10, 12, and 16 units long passwords based on only emojis or combinations of emojis

with user-defined custom ASCII characters.

To protect stored data, the Advanced Encryption Standard counter mode algorithm
with a 128-bit key was employed. A specially designed key generation algorithm
utilizing the computer's hardware specifications and emoji matrices for generating the
encryption key was implemented. QR code integration during recovery in case of

hardware alteration was incorporated.

The application was also tested for usability, functionality, security, unit tests, and on
the foundation of NIST SP 800-22. The results indicate that emoji usage increases
password diversity and entropy, thereby enhancing resistance to brute-force and

dictionary attacks while successfully maintaining user experience and security.
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