Enstitiisii : Lisansiistiit Egitim Enstitiisi

Dal : isletme

Programu : isletme Uzaktan Ogretim Tezli Yiiksek Lisans
Tez Damisman : Dr. Ogr. Uyesi Ozgiir ATILGAN

Tez Tirii : Yiiksek Lisans

OZET

BiLGi GUVENLIiGi YONETIM SiSTEMIiNiN OLUSTURULMASI, IEC/ISO
27001 STANDARTININ BIR SIiVIL HAVACILIK KURUMUNDA HAYATA
GECIRILMESI

SEYDA EMIiR ERDOGAN

Gliniimiiz gelisen teknolojisinde ve rekabet¢i pazar kosullarinda kuruluslarin en
degerli varliklarindan bir tanesi siiphesiz sahip oldugu bilgilerdir. Bu bilgilerin kétiiciil
amagclar besleyen Kkisilerin eline gegmesi veya cesitli tehditlerin meydana gelmesi
durumunda kuruluslar maddi anlamda zarara ugrayacaktir. Dijital veya basili olarak
islenen, saklanan bilginin uygun giivenlik siirecleri tanimlanarak koruma altina
alinmasi olusabilecek zararlar1 en aza indirmektedir. Ozellikle havayolu firmalar1 gibi
tilkelerin stratejik 6neme sahip kuruluslar kotii niyetli kisiler tarafindan siklikla hedef
alinmaktadir. Hassas bilgilere sahip olan sivil havacilik kuruluslarinin, bilgi giivenligi
unsurlarini dikkate alarak, etkinligi siirekli denetlenen bir bilgi gilivenligi yonetim

sistemi olusturmasi1 gerekmektedir.

Bilgi giivenligi yonetim sisteminin olusturulmasi konusunda gereken tiim maddeleri
iceren IEC/ISO 27001 standart1 kuruluslara bir ¢er¢eve sunmaktadir. IEC/ISO 27001
standart1 Sivil Havacilik Genel Miidiirliigli'niin yayinlamis oldugu bir genelge ile tiim
kurumlara zorunlu hale gelmistir. Bu nedenle, sivil havacilik kuruluslart IEC/ISO
27001 standartina sadece bilgi giivenligi’ne uygun bir yapinin olusturulmasi i¢in degil
SHGM tarafindan yayinlanan genelgeye uygunluk saglanabilmesi i¢in uyumlu hale

gelmelidir.
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Kuruluglar, IEC/ISO 27001 standartini uygulayarak bilgi glivenligi yonetim sisteminin
hedeflenen ¢iktilarini tiim personele ve paydaslara duyurmali ve kurum genelinde bilgi
giivenligi farkindalig1 olusturmalidir. Kapsam igerisinde bulunan birimlerin risk ve
firsatlari ele alarak degerlendirmeli, ve uygun risk isleme segenekleri uygulanmalidir.
BGYS’nin hedeflenen ¢iktilar1 denetlenerek siirekli iyilestirme yapilmalidir. IEC/ISO
27001 standartinin maddeleri uygulanarak bir bilgi giivenligi yonetim sisteminin sivil
havacilik kurulusunda nasil uygulanacagi arastirilmistir. Bu amagla, IEC/ISO 27001
standartina sahip olan Tiirkiye’nin bayrak tasiyicis1 Tiirk Hava Yollar1 A.O esas
almmarak bilgi gilivenligi miudiirliigli yonetisim ekibi ile miilakat ¢aligmasi
gerceklestirilmistir. Yapilan miilakat sonucunda bilgi giivenligi yonetim sisteminin

olusturulmasi i¢in 6nemli noktalar tespit edilmistir.
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ABSTRACT
BUILDING AN INFORMATION SECURITY MANAGEMENT SYSTEM,

IMPLEMENTATION OF IEC/1SO 27001 STANDARD IN A CIVIL
AVIATION ORGANIZATION

SEYDA EMIR ERDOGAN

In this technological era and competitive market conditions, information is
undoubtedly one of the most valuable assets of the institutions. In the event that
malicious people capture information of the institutions, or if various threats are
occurred, will cause negative effects on these institutions, like damaging their
economies. However, identifying appropriate security processes for stored
information, processed digitally or wirelessly, minimizes damages that need to be
managed with protection. The organizations that have strategical importance for
nation-states are especially targeted by cyber attackers around the world. Therefore,
civil aviation organizations, which have sensitive information, should establish an
information security management system that is continuously monitored by taking into

consideration the information security elements.

IEC / ISO 27001 standard, which includes all the necessary elements for the
establishment of an information security management system, provides a framework
for organizations. The IEC / ISO 27001 standard has become mandatory for all
institutions with a circular issued by the General Directorate of Civil Aviation in
Turkey. Therefore, civil aviation organizations should comply with the IEC / ISO
27001 standard not only for the creation of a structure that complies with information

security, but also for compliance with the circular issued by the SHGM.



By implementing the IEC / ISO 27001 standard, organizations should communicate
the targeted outputs of the information security management system to all staff and
stakeholders and raise information security awareness throughout the organization.
The units within the scope should be evaluated by considering risks and opportunities,
and some appropriate risk processing options should be applied.
Continuous improvement should be made by monitoring the targeted outputs of ISMS.
The provisions of the IEC / ISO 27001 standard were applied, and how an information
security management system is implemented in a civil aviation organization was
investigated. For this purpose, IEC / ISO 27001 standard with Turkey's flag carrier
Turkish Airlines A.O director of information security governance based on interviews
with team work was carried out. As a result of the interview, important points were

determined for the establishment of information security management system.
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