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ABSTRACT

In the evolving landscape of software architecture, the microservice paradigm has
emerged as a robust solution for creating scalable and maintainable systems. A critical
challenge within this architecture is ensuring secure inter-service authentication and
authorization, particularly in synchronous communication. This thesis delves into the
intricacies of the JSON Web Token (JWT) mechanism, a prevalent method for

securing these communications.

Extensive literature research was conducted to assess current approaches, highlighting
both ineffective practices and innovative strategies. A predominant trend identified is
the adoption of the SHA2-512 hashing algorithm for token signing. Despite its
popularity, SHA2-512 has demonstrated vulnerabilities to length extension attacks,

posing significant security risks.

To address these concerns, this research advocates for the implementation of the
SHA3-512 hashing algorithm within the JWT mechanism. Even though SHA3 is not
natively supported by JWT libraries within the Spring Boot framework which was
used for the development of the application, another mechanism which allowed us to
apply SHA3 in the token signing was adopted. SHA3-512 offers enhanced resilience
against such attacks owing to its fundamentally different cryptographic structure.
Through this approach, we aim to bolster the security framework of microservice
architectures, mitigating risks and enhancing the protection of inter-service
communications. The findings and proposals presented in this thesis provide a crucial

step towards more secure microservice ecosystems.
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OZET

Yazilim mimarisinin gelisen diinyasinda, mikro hizmet paradigmasi dlgeklenebilir ve
stirdiiriilebilir sistemler olugturmak i¢in saglam bir ¢6ziim olarak ortaya ¢ikmistir. Bu
mimarideki 6nemli bir zorluk, 6zellikle senkron iletisimde, hizmetler arasi kimlik
dogrulama ve yetkilendirmeyi giivence altina almaktir. Bu tez, bu iletisimleri giivence
altina almak i¢in yaygin bir yontem olan JSON Web Token (JWT) mekanizmasinin

ayrmtilarina iniyor.

Gilincel yaklasimlar1 degerlendirmek adina kapsamli bir literatlir arastirmasi
gergeklestirildi ve etkisiz uygulamalar ile yenilikgi stratejiler vurgulandi. Belirlenen
baskin bir egilim, token imzalama i¢in SHA2-512 karma algoritmasinin benimsenmesi
yoniindedir. Popiilerligine ragmen, SHA2-512’nin uzunluk uzatma saldirilarina karst

savunmasiz oldugu ve énemli giivenlik riskleri olusturdugu gosterilmistir.

Bu endigeleri gidermek i¢in bu arastirma, JWT mekanizmasinda SHA3-512 karma
algoritmasinin uygulanmasini savunmaktadir. SHA3, Spring Boot ¢atis1 altindaki JWT
kiitiiphaneleri  tarafindan  dogal olarak desteklenmese de, uygulamanin
gelistirilmesinde SHA3'{in token imzalamada uygulanmasina olanak tantyan bagka bir
mekanizma benimsenmistir. SHA3-512, kriptografik yapisi temel olarak farkli oldugu
i¢in bu tiir saldirilara kargi daha giiglii bir direng sunar. Bu yaklasim sayesinde, mikro
hizmet mimarilerinin gilivenlik c¢ercevesini giiclendirerek riskleri azaltmay1 ve

hizmetler arasi iletisimin korunmasimi arttirmayi hedefliyoruz. Bu tezde sunulan
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bulgular ve Oneriler, daha giivenli mikro hizmet ekosistemlerine 6nemli bir adim

olarak degerlendirilmektedir.
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