OZET

Hayatin her agamasini etkileyen dijitallesme, hukuk sistemlerini ve onun bir
par¢ast olan ceza muhakemesi hukukunu da kokli bicimde etkileyip
dontistirmektedir. Dijital ceza muhakemesi gerek suclarin islenis bigiminde gerekse
sorusturma ve kovusturma agamalarinda yepyeni imkan ve firsatlar sunmakta; ayni
zamanda temel hak ve 6zgiirliikler {izerinde olumlu veya olumsuz boyutlariyla ciddi
tartismalara yol agmaktadir. Dijital araglarin ceza adaletine katkisi, insan haklarina
saygl temelinde, seffaf ve denetlenebilir bir bicimde kullanildiginda ve savunma
haklarina kullanilabilir oldugunda olusabilir. Hukuk devleti, adalet ve giivenlik
dengesinin korunmasi, dijitallesmenin ceza muhakemesindeki yeri agisindan temel
kriterdir.

Bu ¢alisma, ceza muhakemesi usulii disiplini ¢er¢evesinde 6ncelikle savunma
hakki kapsaminda, dijitallesmenin yargilama siirecine etkilerini ele almakta, temel
ilkeler ve glivenceler 15181nda bir degerlendirme sunmaktadir.

Savunma hakki ¢ercevesinde degerlendirildiginde, dijitallesmenin hukuk
sistemine ve Ozellikle ceza muhakemesi usuliine entegrasyonu, yalmizca teknik bir
dontisim degil; ayn1 zamanda insan haklari, adalet ve 6zgiirliikler baglaminda derin
bir normatif tartismay1 da beraberinde getirmektedir.

Calismanin ilk boliimiinde, dijjitallesme kavrami ve hukuk sistemine
yansimalar1 ele alinmakta, ozellikle “dijital ceza muhakemesi” kavram ve
yaklasgiminin tanimi yapilmaktadir. Bu ¢ergevede, sugun islenmesinden Once
bireylerin temel hak ve 6zgiirliiklerinin korunmasi incelenmis; maddi ceza hukuku
bakimindan da suglarin islenis bi¢iminde dijital unsurlar ve sug¢ tipolojisinin
doniistimiiyle ceza muhakemesine etki roliine deginilerek, ayrica delil toplama,
saklama ve degerlendirme asamalarinda dijital yontemlerin sagladigi kolayliklarin
yani sira usuli islemlere etkileri incelenmistir. Ayrica ek olarak dijitallesme siirecinde
Bunun yaninda, dijital ceza muhakemesinin tarihsel gelisimi ve mukayeseli hukukta
kazandig1 anlam ve kullanim alanlar1 da degerlendirilmistir.

Calismanin ikinci boliimiinde, ceza muhakemesi hukukunun temel ilkelerinin
dijital ortamdaki etki ve yansimalari tartisitimaktadir. Hukuk devleti ilkesi
cergevesinde insan haklarinin korunmasi, adaletin tesisi ve giivenligin temini konulari
ele almmistir. Insan haysiyetinin korunmasi, iskence yasagi, bagimsiz ve tarafsiz

hakim ilkesi, halka ag¢iklik ve maddi gercegin arastirilmasi gibi usule iliskin temel
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ilkelerin dijital ortamda sagladig1 avantajlar ve ortaya cikardigi zorluklar {izerinde
durulmustur. Ozellikle vasitasizlik, sozliiliik-yazililik, kovusturma mecburiyeti, usul
ekonomisi ve kovusturmanin resmiligi gibi ilkelerin dijitallesme karsisinda gegirdigi
dontisiim analiz edilmistir. Buna ek olarak, ceza sorumlulugunun sahsiligi ve suglarin
kanuniligi ilkeleri yoniiyle dijital kanitlarin kullanilmasina dair tartigmalar {izerinde
durulmustur.

Uctinci  boliim, ceza muhakemesinin temel giivenceleri ekseninde
dijitallesmenin savunma hakkina etkisini ele almaktadir. Hak arama hakki, isnadi
o6grenme hakki, “nemo tenetur” ilkesi, savunma hakki ve terctiman bulundurma hakki
gibi giivencelerin dijital ortamda kazandirdigi yeni boyutlarla uygulanabilirligi
tizerinde durulmustur. Yargilamanin saglikl1 bir ortamda yapilmasi, diiriist islem ilkesi
ve adil yargilanma hakki; bagimsizlik ve tarafsizlik, kanunla kurulmus mahkeme,
makul stirede yargilama, aleniyet, denetim ve silahlarin esitligi gibi savunma hakkiyla
ilgili konular dijitallesmeyle ilgi kurularak incelenmistir. Bu noktada, dijitallesmenin
getirdigi hiz ve kolayliklarin yaninda, kisisel verilerin korunmasi, 6zel hayatin gizliligi
ve delillerin serbest degerlendirilmesi ilkesi bakimindan dogurdugu risklere dikkat
cekilmistir. Ozellikle elektronik delillerin giivenilirligi, biitiinliigii ve dogrulugu,
savunma hakkinin bir pargasi olarak adil yargilanma hakkinin korunmasinda 6nemli
bir rol iistlenmektedir.

Calismanin genel bulgulari, dijitallesmenin ceza muhakemesi hukukuna ¢ok
yonlii katki ve etkiler sagladigini gostermektedir. Bir yandan, sorusturma ve
kovusturma siireglerinin hizlanmasi, usul ekonomisinin gii¢lenmesi ve delillere
erisimin kolaylasmas1 gibi avantajlar saglanirken diger yandan, bireylerin temel hak
ve Ozgiirliiklerinin ihlali riski dogabilmekte; 6zel hayatin gizliligi, savunma hakki ve
adil yargilanma ilkeleri agisindan yeni tartisma alanlar1 dogmaktadir. Ozellikle
algoritmik karar destek sistemleri, yapay zeka uygulamalar1 ve biiyiik veri analizleri,
ceza muhakemesinde maddi gercegin arastirllmasinda yardimci araglar olarak
kullanilabilirken; ©nyargi, ayrimcilik ve denetim eksikligi gibi dijitallesme
cergevesinde yeni sorunlar1 da dogurmaktadir.

Sonu¢ boliimiinde, dijital ceza muhakemesinin gelisimiyle birlikte usul
hukukunun temel ilkeleri ve giivencelerinin korunmasinin savunma hakki bakimindan
kazandi1g1 6nem ortaya konmustur. Bu ¢er¢evede calisma hem mevcut diizenlemelerin
hem de gelecekteki reformlarin, dijital ceza muhakemesi araglarinin usul

glivencelerini zedelemeyecek sekilde gelistirilmesi gerektigini ortaya koymaktadir.
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ABSTRACT

Digitalization, which affects every sphere of life, has profoundly transformed
legal systems, including criminal procedure law. Digital criminal procedure offers
novel possibilities both in the commission of crimes and in the stages of investigation
and prosecution, while simultaneously generating significant debates regarding its
positive and negative implications for fundamental rights and freedoms. The
contribution of digital tools to criminal justice can only be realized when employed in
a transparent and accountable manner, grounded in respect for human rights and
accessible to the exercise of defense rights. The preservation of the balance between
the rule of law, justice, and security constitutes the principal criterion in assessing the
place of digitalization within criminal procedure.

This study, within the discipline of criminal procedure, primarily examines the
impact of digitalization on the trial process through the lens of the right of defense,
and provides an assessment in light of fundamental principles and safeguards. From
the perspective of defense rights, the integration of digitalization into legal systems,
and particularly into criminal procedure, represents not merely a technical
transformation but also entails a profound normative debate concerning human rights,
justice, and individual freedoms.

The first chapter addresses the concept of digitalization and its reflections
within legal systems, with particular emphasis on defining the notion and approach of
“digital criminal procedure.” Within this framework, the protection of fundamental
rights and freedoms of individuals prior to the commission of crimes is examined;
furthermore, the role of digital tools in the modalities of crime commission is
elaborated within the scope of substantive criminal law. The conveniences afforded by
digital methods in the collection, preservation, and evaluation of evidence, as well as
their impact on procedural acts, are discussed. In addition, the historical development
of digital criminal procedure and its significance and application within comparative
law are evaluated.

The second chapter discusses the impact and reflections of the fundamental
principles of criminal procedure in the digital realm. Within the scope of the rule of
law principle, the protection of human rights, the realization of justice, and the
provision of security are analyzed. The study also examines the safeguarding of human

dignity, the prohibition of torture, the principle of an independent and impartial



judiciary, publicity, and the search for material truth, addressing both the advantages
and challenges posed in digital contexts. Particular attention is given to the
transformation of principles such as immediacy, orality and written procedure, the
principle of mandatory prosecution, procedural economy, and the principle of official
prosecution under the influence of digitalization. Moreover, the use of digital evidence
is analyzed in relation to the principles of individual criminal responsibility and
legality of crimes and punishments.

The third chapter focuses on the impact of digitalization on defense rights
within the framework of fundamental safeguards of criminal procedure. Rights such
as access to justice, the right to be informed of the accusation, the nemo tenetur
principle, the right to defense, and the right to an interpreter are explored with regard
to their new dimensions and applicability in digital settings. Issues related to the right
to a fair trial—including independence and impartiality, lawfully established courts,
trial within a reasonable time, publicity, review, and equality of arms—are discussed
in connection with digitalization. At this juncture, alongside the speed and efficiency
introduced by digitalization, the risks concerning data protection, privacy, and the
principle of free evaluation of evidence are emphasized. In particular, the reliability,
integrity, and authenticity of electronic evidence are identified as playing a decisive
role in safeguarding the right to a fair trial as an integral component of the right to
defense.

The general findings of the study demonstrate that digitalization has
multifaceted contributions and implications for criminal procedure law. While it
accelerates investigation and prosecution processes, strengthens procedural economy,
and facilitates access to evidence, it simultaneously gives rise to risks of infringement
of fundamental rights and freedoms, generating new debates concerning privacy, the
right to defense, and the right to a fair trial. Especially algorithmic decision-support
systems, artificial intelligence applications, and big data analytics may serve as
auxiliary tools in the ascertainment of material truth in criminal proceedings, yet they
also engender new challenges such as bias, discrimination, and lack of oversight.

In conclusion, the study reveals that with the advancement of digital criminal
procedure, the safeguarding of fundamental principles and procedural guarantees has
acquired heightened significance in relation to defense rights. Accordingly, it

underscores that both existing regulations and prospective reforms must ensure that
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digital criminal procedure tools are developed in a manner that does not compromise
procedural safeguards.
Keywords: Keywords: Criminal procedure, fundamental rights, principles of
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