ABSTRACT

In this work a web tool has been developed to detect how a company
successfully implement the information security principles. The tool uses the security
management principles defined in the ISO/IEC 27001:2007. The development language
for the tool is PHP and data collected is stored in a database which is developed in
MySQL. Open source instruments have been choosen because of their extensive support

and usage.

The web tool collects data about the company and its IT infrastructure, then
throughout an inventory, it explores the strong and weak sides of the company in terms
of ISO27001 based information security principles. The tool then generates a report
showing the status of the company with some advices and numerical indicators showing
how that company successfully implements the information security principles. ISO/IEC
27001 divides all of the areas of the information security management into eleven sub-
topics which are called as "security areas". The current test tool produces ISO/IEC
27001 compatible evaluation reports and gives a measure on how successful the

company's implementation is.

Since the tool collects company information as well as the information security
inventory results it is, as a priori, an invaluable instrument to findout the nation-wide
information security practices all over the Turkey. It has a basic management interface
with which a backoffice user (i.e. admin) can manage the system. The inventory
questions and answers and security main categories can be modified throughout a web
interface. Additionally, the stored inventories and company information can be listed

and searched a great detail.

The tool is tested through the companies which already have a security
management system. The test results show that it successfully handles the security and
gives correct results. The web tool then applied to 22 companies from different sectors

and data were collected and presented.
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OZET

Bu calismada, kurumlarin bilgi gilivenligini hangi basarililikta uyguladiklarini
saptamak i¢in, ISO/IEC 27001:2007 Bilgi Gilivenligi Yonetim Sistemi prensiplerinin
kullanildig1 web tabanli bir test aract gelistirilmistir. Bu test araci, kurumlardaki bilgi
giivenligi altyapisinin zaman i¢indeki durumlarinin izlenmesi amaciylada kullanilabilir.
Test araci, popiiler bir agik kaynak programlama dili olan PHP ile gelistirilmis; veri
taban1 yoOnetim sistemi olarak ise yine agik kaynak mimarisine sahip MySQL

kullanilmustir.

Web tabanli olarak hazirlanan ¢evrim igi (online) anket seklindeki bir envanter
sistemi yardimiyla toplanan bilgiler ISO/IEC 27001 Olgiitleri ¢ergevesinde
degerlendirilerek, envanteri dolduran kurumun/sirketin (hem kurumsal, hem de her bir
calisan1 bazinda bireysel) bilgi giivenligi altyapisi ile ilgili ¢ikarimlarda bulunulmustur.
Ayrica, sektorel bazda istatistiksel ¢ikarimlar da yapilarak, tilkemizdeki durumun kendi

icinde ve diinyadaki diger 6rnekleriyle karsilastirilmasi hedeflenmistir.

Calisma, “Bilgi Giivenligi Yonetim Sistemi’nin kurum igindeki stireglere
katkisin1 da ortaya cikartmaktadir. Calismanin son iriinti, Bilgi Giivenligi Yonetim
Sistemi altyapisin1 degerlendirip, raporlayan bir test aracidir (yazilim sistemi). Bu
sistem, ayni zamanda, kendi i¢inde temel bir yonetim modiiliine de sahiptir. Boylece,
envanter sorulari, yorumlar, bilgi giivenligi temel alanlar1 gibi unsurlar kolayca
degistirilebilir ve yenileri eklenebilir. Envanteri dolduran firmalarla ilgili tiim bilgiler ve

envanter yanitlari tiim detaylar ile raporlanAbilir.

Bu arag, bilgi giivenligi yonetim sistemini olusturmus firmalarla test edilmis ve
giivenilirligi kanitlanmistir. Daha sonra, farkli sektorlerden 22 firmaya uygulanmis ve

elde edilen sonuglar listelenmistir.
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